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Use of the Internet and Other Electronic Communication Tools 

 

 

I. POLICY STATEMENT 

 

The Judicial Branch of Minnesota provides a variety of electronic tools such as telephones, 

cellular phones, personal digital assistants (PDA’s), computers, facsimile machines, pagers, 

electronic mail (e-mail) systems, internet access, and a browser for employees and judges 

whose job performance would be enhanced by the technology.
1
 The Judicial Branch faces 

the challenge of making maximum use of the benefits of such tools, meeting legal 

requirements for access to information, and providing adequate protection for proprietary 

information. This policy governs access to and the appropriate use of this technology 

during work times as well as time periods before and after work and during break periods 

by Judicial Branch employees and judges. This policy shall also govern access to and 

appropriate use of court technology by any contractor paid in whole or in part from court 

funds or individual serving voluntarily without pay or other form of compensation.  

 

A. Judge and Employee Responsibility 

 

Judicial Branch judges, employees, volunteers, and independent contractors are 

responsible for appropriate use of the internet and other electronic communication tools 

in accordance with this policy. They are expected to adhere to the highest ethical 

standards when using the internet and other electronic communication tools. 

 

B. Management Responsibility 

 

Managers and supervisors are responsible for ensuring the appropriate use of all 

electronic communication tools, including e-mail and internet access, through training, 

supervising, coaching, and taking disciplinary action, when necessary. 
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C. Appropriate Use 
 

The internet and other electronic communication tools are to be used for business 

purposes that increase timely and effective business communications of the Judicial 

Branch. Incidental use of Judicial Branch time, property, or equipment (including 

internet and other electronic communication tools) to communicate electronically for 

private purposes, is permitted, provided this use, including the value of the time spent: 

 Results in no cost to the Judicial Branch or results in an incremental cost that is so 

small as to make accounting for it unreasonable or administratively impracticable. 

(Source: M.S. §43A.38, subd. 4); 

 Does not interfere with business usage; 

 Does not interfere with the employee’s and judge’s job activities; 

 Does not interfere with other employee’s and judge’s job activities; and 

 Does not otherwise violate this or any other Judicial Branch Policy (including, 

without limitation, Inappropriate Use, below).  

 Subject to the foregoing provisions, this policy permits the incidental use of state 

provided phones for calls, including long distance calls, to arrange for care of a 

child or other family emergency, to alert a family member of an unexpected delay 

due to a change in work schedule or to arrange for transportation or service in the 

event of car trouble. 

    

D. Inappropriate Use 

 

Uses of the internet and other electronic communication tools that will not be tolerated 

include, but are not limited to: 

 

 Illegal activities 

 Wagering, betting, or selling  

 Transmission of harassing, disparaging, intimidating, abusive or offensive 

material to or about others 

 Commercial activities, e.g. personal for-profit business activities; 

 Solicitation, except on agency-sanctioned activities 

 Promotion of political or private causes, positions or activities, and/or other 

unethical activities 

 Activities that demean the dignity of the court 

 Transmission, receipt, storage, display or viewing of, material that is or may be 

reasonably regarded as violent, harassing, discriminatory, obscene, sexually 

oriented or pornographic, including any depiction, photograph, audio recording 

or written word 

 Unauthorized access of non-public data 

 Non-Judicial Branch  judge or employee use (e.g. family member or friend) at 

work or away from work; 

 Uses that are in any way disruptive or harmful to the reputation or business of 

the Judicial Branch; and 

 Purposes other than Judicial Branch business, except incidental or minimal use. 
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Review of material which would otherwise be prohibited under this policy is permitted 

for case related or other business related review purposes. 

 

E. Storage, Retention and Disposition 

 

The State Court Administrator’s Office will provide specific guidance on storage, 

retention, and disposition of electronic messages. 

 

F. Participation in Electronic Discussion Groups 

 

Because each internet e-mail user's identification includes the suffix 

@courts.state.mn.us, it is imperative that judges, employees, volunteers, and 

independent contractors not participate in news groups, chat groups, or bulletin boards 

where the content is not clearly related to individual responsibilities because such 

messages might be construed as an official State of Minnesota or Judicial Branch 

position. 

 

G. Careful Internet Use 

 

Internet and e-mail use must be able to withstand public scrutiny without 

embarrassment to the Judicial Branch, its customers, its judges, or its employees, if 

messages are forwarded beyond the intended recipients, accessed or inadvertently 

disclosed, subpoenaed in a legal action, or otherwise made public. Judges, employees, 

volunteers, and independent contractors should use generally accepted standards of 

business conversation in all internet and e-mail communications. Use good judgment in 

the type of message created, tone, and content of messages. Content is always 

considered personal opinion unless specifically set forth as a Judicial Branch or specific 

court position. 

 

H. Monitoring 

 

Electronic communication devices such as telephone, Judicial Branch provided cellular 

phones, PDA’s, facsimile machines, pagers, Judicial Branch e-mail systems, and 

internet access are Judicial Branch property. Like other Judicial Branch resources, they 

are intended to be used for Judicial Branch business and other agency-sanctioned 

activities. The Judicial Branch reserves the right to monitor all use of Judicial Branch 

provided cellular telephones, telephones
2
, facsimile machines, pagers, PDA’s, e-mail, 

and internet resources.  Any and all software, data or other information stored on a 

Judicial Branch-owned computer may be monitored, read, examined, seized or 

confiscated as necessary at the time of use, during routine post-use audits, and during 

investigations. Therefore, employees and judges should not expect that any facsimile, 

voicemail, or e-mail message either sent or received, or any internet activities will 

remain private.  (Similarly other Judicial Branch-owned property, including but not 

                                                 
2
 Electronic monitoring of telephone conversations will only occur if proper notice has been given, in accordance 

with Federal regulations for Stored Wire and Electronic Communications and Transactional Records Access 

(Federal Wire Tap Regulations) See 21 U.S.C. 2701-2711. 
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limited to locked/unlocked desk drawers and cabinets, vehicles, and equipment may 

also be seized, confiscated, and or searched as necessary.)  Judges and employees 

should not expect that any personal property that is maintained and/or stored in Judicial 

Branch work sites would remain private. The Judicial Branch reserves the right to 

monitor any use of these systems, including use of these systems while the  employee 

or judge is on his/her own time, to access any information on these systems, and to take 

any action it determines to be appropriate with respect to that information. 

 

It is a supervisory responsibility to oversee use and to determine if internet and other 

electronic communication tools are appropriate to assigned work. Content of e-mail 

messages is not routinely monitored or disclosed. However, judges, employees, 

volunteers, and independent contractors should understand that e-mail messages and 

internet transactions, including those they delete or erase from their own files, may be 

backed up or recorded and stored centrally for system security and investigative 

purposes. They may be retrieved and viewed by someone else with proper authority at a 

later date. Monitoring or disclosure may occur internally under administrative 

procedure and externally under subpoena or other legal actions, in connection with 

charges of improper or illegal actions by an individual, unexpected absence of an 

employee or judge, or upon request for public data and other appropriate business or 

technical reasons. 

 

 

I. Downloading of Software 

 

Unless authorized by the appointing authority, judges, employees, volunteers, and 

independent contractors shall not download software residing on the internet or bulletin 

boards. Downloading presents a significant risk of virus infection and license fee 

liability, and some of the software residing on the internet is inherently unreliable. If 

downloading is appropriately authorized, employees and judges must follow designated 

procedures for file transfer, virus scanning, and licensing. Judges and employees should 

not assume that software is available for public use free of charge simply because there 

in no copyright or other intellectual property notice in or on the software. U.S. 

copyright law, and that of many other countries, no longer require a copyright notice as 

a prerequisite to copyright protection.  

 

J. Anti-Virus Measures 

 

Incoming e-mail messages containing attachments may imperil Judicial Branch systems 

by importing viruses. Such attachments should be routinely scanned for viruses prior to 

using or executing the attachments. 

 

K.  Software Piracy Policy 

 

Any software introduced by an judge, employee, volunteer or independent contractor 

into the workplace must be licensed and used in accordance with the license.  It is the 

responsibility of the judge, employee, volunteer or independent contractor introducing 
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such software to produce the license upon demand or be subject to discipline and/or be 

responsible for indemnifying the Judicial Branch for any liability incurred by it. 

 

II. POLICY WITH RESPECT TO USE AND REIMBURSEMENT OF TELEPHONES, 

CELLULAR PHONES, FACSIMILE MACHINES, PERSONAL DIGITAL 

ASSISTANTS (PDA’s)  

 

This policy governs access to and the appropriate use of Judicial Branch-provided 

telephones, cellular phones, facsimile machines, and personal digital assistants at all times, 

including both work and non-work time, by Judicial Branch employees and judges. 

Long Distance Calls from Judicial Branch Wired Telephone Network 

The Judicial Branch wired telephone network should not be used for personal long distance 

calls.  Such calls constitute illegal avoidance of federal taxes.  Minnesota Statutes 10.43 

requires elected Judicial Branch officials including judges to sign the person’s long 

distance telephone bills to be paid by the Judicial Branch as authorization for payment. 
3
 In 

many instances the Judicial Branch reimburses county government for the cost of telephone 

services provided to Judicial Branch judges and employees using county telephone 

networks. This policy applies to those circumstances as well. Each district administrator, 

division and department head shall develop and implement procedures to insure that long 

distance personal calls by any Judicial Branch judge or employee are not being made at 

Judicial Branch expense.  Audits may be made of telephone statements, where itemized 

statements are available from providers, including local government entities. Judges and 

employees must reimburse the Judicial Branch for personal calls made on phone lines at 

Judicial Branch expense at a rate which includes an assessment for taxes and surcharges, if 

those calls result in additional costs to the Judicial Branch. Individuals making personal 

long distance calls at Judicial Branch expense will be subject to applicable legal sanctions. 

Cellular Telephone and PDA Usage and Reimbursement
4
 

1. For business reasons a district
5
, department or division may authorize the lease or 

purchase of a cellular phone for a judge’s or employee’s business use, using the 

Judicial Branch cellular phone contract providing for per minute billing or pooled 

billing or other government contract. These cellular telephones are intended for 

Judicial Branch business use only. The decision by a district, department or division 

to purchase a cellular telephone and calling plan and select any of the payment 

options provided in this policy is a decision based on business needs and depends on:  

o The need for frequent telephone communication with office staff or the public  

o The nature of the use is such that access to normal telephone service is not 

possible  

                                                 
3
 See Minnesota Statutes 10.43; 10.46; and 10.47. 

4
 Reference in this policy to cellular telephone includes cellular personal digital assistants (PDA’s). 

5
 Reference in this policy to decision making by a district means the judicial district administrator and chief judge 

unless a more specific designation is made. 
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o The benefits for the Judicial Branch justify the initial costs and monthly usage 

fees  

o The level of security required for the information communicated  

 Alternatively the district, department, or division director may authorize a monthly 

allowance as reimbursement for the user’s average monthly cellular phone costs on a 

personal cellular phone, itemized billing for occasional use, or limited access to a Judicial 

Branch purchased and shared cellular phone or calling card. 

Payment Process 

Alternative I - Court-Owned Cell Phones Provided to 

Judges and Employees for Business Use 

1. The district, department or division director shall determine the most effective 

government plan and provider to meet the needs of the entity.  Judicial Branch 

cellular phone contracts provide several options. Business calls may be billed on a per 

minute basis or may be aggregated in a pooled account. Incidental use of a Judicial 

Branch provided cellular phone for private purposes shall be permitted consistent 

with Section I.C. above.  

2. Judges and employees will acknowledge the receipt and acceptance of the conditions 

for the individual assignment of a Branch owned electronic communications device 

using the Acknowledgement of Receipt of Electronic Communications Tools form 

(Appendix C).  The acknowledgement form will be kept on file with the manager or 

chief judge for the duration of the individual assignment of an electronic 

communication device to an employee or a judge. 

3. All judges and employees using a court-owned cell phone will publish their cell 

phone number in the courts automated directory system. 

4. On the Judicial Branch plan where costs are billed by the minute, judges and 

employees may add a personal line to the Judicial Branch cellular phone at their own 

expense. Calling records from the personal number will not be provided to the 

Judicial Branch and are not public information. 

5. Judges and employees must review and verify their cellular phone usage on the 

billing documents for the Judicial Branch purchased phones.  Aside from the 

incidental personal use of Branch owned cell phones, personal call minutes will 

require reimbursement at the rate provided in Appendix B.  Judges and employees 

must provide reimbursement within 30 days of the billing cycle. 

6. Managers and supervisors are responsible for monitoring and reviewing cellular 

phone billings of their staff on a periodic basis to ensure employee usage and cost-

effectiveness, and for approving billings for payment processing. The chief judge or 

designee is responsible for monitoring and reviewing Judicial Branch provided 

cellular phone billings of judges on a periodic basis to ensure cost effectiveness. 
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Alternative II - Judicial Branch Authorized Judge and Employee Allowance 

1. The Judicial Branch will authorize a monthly phone allowance based on business 

need for judges and employees who are frequently away from access to hard wired 

phones and regularly use cellular phones that are purchased, owned and maintained 

by the judge or employee. The rate structure for the monthly cellular phone allowance 

will be developed by the Judicial Branch court administrator in consultation with the 

judicial district administrators and will be based on estimated business calls per 

month.  Assignment of an allowance will be approved by court managers and 

supervisors. When possible, the manager or supervisor should review prior billings to 

confirm monthly usage for initial and continuing eligibility and to determine an 

allowance rate commensurate with actual use.  The employee must provide proof of 

purchase and/or use of phone service when requested by the manager. The judge must 

provide proof of purchase and/or use of phone service when requested by the Chief 

Judge or designee. 

2. The allowance is in lieu of any additional itemized reimbursement for cellular phone 

and PDA services. A judge or employee who meets the eligibility requirements will 

be given a predetermined allowance to cover the approximate monthly cost of either a 

cell phone or a cellular PDA but not both.  Judges and employees who receive a 

monthly allowance may not also receive reimbursements for any cell phone or 

cellular PDA expenses. 

3. All judges and employees receiving an allowance will publish their cell phone 

number in the courts automated directory system. 

4. Managers and supervisors shall be responsible for reviewing periodically the judge 

and employee business need for a cellular phone allowance. Chief Judges or 

designees shall be responsible for reviewing periodically any judge business need for 

a cellular phone allowance. 

5. The allowance will be paid through the Judicial Branch payroll system and is taxable 

compensation to the judge or employee.  The amount of the allowance may be 

provided on a tiered basis as provided in an attachment to this policy.  In addition to 

level of business related use, the tiered allowance amounts have been established 

based on standard reimbursement factors for the cost of the equipment and service, 

the taxability of the monthly allowance and applicable excise taxes and surcharges. 

6. Judges and employees shall be responsible for appropriate payment of personal 

income taxes and reporting of income and business expenses to the Internal Revenue 

Service related to the allowance. 

7. Any judge or employee receiving a monthly allowance for business use of a personal 

cellular phone is solely responsible to the cellular phone services provider for the cost 

of the service, activation fees, and equipment, including repair and replacement of 

lost, stolen, or damaged units. Judicial Branch Policy 3.12 relating to personal 

property on the worksite will not apply in this instance. The Judicial Branch will not 

assume responsibility for any portion of the service provider invoice.  The judge or 
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employee shall make prompt payment of the phone bill to the service provider and 

shall promptly notify the employee’s supervisor should the service be discontinued 

for any reason. A judge shall promptly notify the chief judge and judicial district 

administrator should the service be discontinued for any reason. 

Alternative III – Reimbursement for Occasional Business Calls  

on Personal Cellular Phones 

1. Where the judge or employee does not receive an allowance for Judicial Branch 

business calls on a personal cellular phone and has not been provided a Judicial 

Branch cellular phone for business calls, reimbursement of employees for actual costs 

of occasional Judicial Branch business calls made on a personal cellular phone must 

be processed using the Statewide Employee Management System (SEMA4).  

2. Employees are required to complete the Employee Business Expense form and attach 

copies of cellular phone service provider invoices identifying Judicial Branch 

business calls. The reimbursement amount for cellular telephone calls shall be equal 

to the amount assessed to employees who make personal calls on court-owned cell 

phones (see Appendix B). The total reimbursement amount should not exceed the 

total amount of the cellular phone service provider invoice.   

3. Managers and supervisors must review the completed Employee Business Expense 

forms and invoices for cellular phone service prior to authorizing payment.  

4. Judges are required to complete the Judicial Business Expense Form and attach 

copies of cellular phone service provider invoices identifying judicial branch business 

calls.  The SCAO Finance Division shall review the completed Judicial Business 

Expense Forms and invoices for cellular phone services prior to authorizing payment.  

The reimbursement amount for cellular telephone calls shall be equal to the amount 

assessed to judges who make personal calls on court-owned cell phones (see 

Appendix B).  The total reimbursement amounts should not exceed the total amount 

of the cellular phone service provider invoice. 

Alternative IV - Judicial Branch Purchased Calling Cards or Shared Cellular Phone 

If departments, districts, or divisions have judges and employees that do not meet the 

criteria for receiving supplemental compensation but need to be reachable by cell phone 

or have a need to make calls economically when away from their land phones, the 

department, district, or division may choose to purchase calling cards or purchase and 

rotate a departmental cell phone which could be used by judges and employees on an as 

needed basis for Judicial Branch business purposes.  In these cases, the judge or 

employee would receive neither a cell phone allowance nor an expense reimbursement 

and the equipment would be the property of the department, used 100% for business 

purposes and returned to the department daily (or other time, interval, e.g. weekly, as the 

business need dictates) after the judge’s or employee’s work shift. 

Additional Considerations 

1. Judges and employees are encouraged to use wired telephones whenever available.  
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2. The district administrator, division or department head is responsible to ensure that all 

employees using cellular telephones are familiar with this policy. The chief judge 

shall be responsible to ensure that all judges using cellular telephones are familiar 

with this policy. 

3. District administrators, department and divisions heads must annually review Judicial 

Branch provided cellular phone authorization to particular users and determine if the 

need still exists for employee and judge usage, and if the existing calling plan or 

employee and judge reimbursement option still best meets the Judicial Branch’s 

business needs. The plan most economically suited to meet the Judicial Branch’s 

business needs including an estimate of administrative costs for administering the 

plan shall be selected. 

4. Incidental use of a cellular phone for occasional essential judge and employee calls 

may be permitted.   Judges and employees must review and verify their cellular phone 

usage on the billing documents for Judicial Branch purchased cell phones.  Aside 

from the incidental use of Branch owned cell phones personal call minutes will 

require reimbursement at the rate provided in Appendix B.  Judges and employees 

must provide reimbursement within 30 days of the billing date. 

5. Districts, departments or divisions may elect to be more restrictive as to cellular 

phone usage, procurement, and payment processing.  

6. Improper use of this equipment will result in disciplinary action in accordance with 

applicable laws, rules, procedures and labor contracts. Calls to “900” numbers or 

other sexually explicit calls to or from Judicial Branch telephones is strictly 

forbidden. 

7. Judges and employees are obligated to return Branch assigned electronic 

communication tools to their respective office when these tools are no longer needed 

to fulfill Judicial Branch job responsibilities.   

 

III. IMPLEMENTATION AUTHORITY 

 

Implementation of Section I of this policy shall be the responsibility of the chief judges of the 

ten judicial districts and the Court of Appeals, the Chief Justice of the Supreme Court, and 

the State Court Administrator. 

 

Implementation of Section II of this policy with respect to cell phone reimbursement shall be 

the responsibility of the state court administrator or designee, acting as the agent of the 

Judicial Council. 

 

IV. EXECUTIVE LIMITATIONS 

 

Nothing in this policy shall be construed to require the cancellation of a contract for 

electronic communications devices in effect on the implementation date of this policy.  This 

policy shall apply to consideration of and implementation cellular phone contracts 

implemented after the effective date of this policy. 
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This policy notwithstanding, an employee may use a state provided cell phone or be 

reimbursed for usage of a personal cell phone for personal calls permitted under the Judicial 

Branch Travel and Reimbursement Policy. 

 


